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2013 Resolution: Opportunities and Challenges of the Internet

Jul 11, bzlc;s.a -~ As rab:)is fnd the modern era, it is our lPolicies Headihes
responsibllity to accurately and carefully assess both the [peca advecates Tighteni
g:aillengesI a?td t?eﬂl;:eneﬁts off thfe mgderg wotr;d, Imta" o‘f Sanctions Againstglrain nd
eir complexity. In the span of a few decades, the Interne
has é¢stablished Itself as an outstanding and undeniable RCA Lauds Courage of Abus‘a&
T Victim
example of bath benefit and challenge, and has brought with p
it a drastically redrawn landscape of human Interaction. The 8cat5‘.i YaSSI;‘g ?"fl Maran HaRav
Rabbinical Council of America encourages Its members to @ Yosel, 2 .
take areful notice of the effect of the Internat on our |RCA Statement on Torah Min
.sodlety, 5o that the unprecedented opportunities are utilized [HaShamaylm
while the unique risks are addressed and acknowledged. The RCA Welcomes New Chief
o Rabbis of Israel

The Iﬁternet has made possible hathatzat halorah in ways
never- before possible, Including the widespread dissemination and availability of shiurim,

article3, entire Torah texts, and online discussion groups and similar endeavors. The Internet
has ehabled and magnified_chesad by the bringing together of people from anywhere in the
werld and jeining them in awareness of the needs of others, In the formation of jeint
initiatives on hehalf of the Improvement of society, and in simple fraternity, itself a recognized
valuat The Internet has provided the broader community with the information and perspective

necessary to make ipformed and ated declsions and to participate appropriately as
committed Jews and as.dtlzens both_of ;&gﬂa&%ﬁﬁma‘g@g&jgv@mmumties at the most focal
levels, = o N B

While we embrace these wonderful gifts, we do so while acknowledging the many challenges
presented by the Internet culture, some of which are manifested through possibilities-newly
creatad by thé Internet, and seme of which are manlfested through existing realities ‘newly
concealed or obscured by the Internet,

The Liternet, alse known as the World Wide Web, has expanded the reach of our words and
actior} to, literally, the entire globe, creating unprecedanted geographlcal and demegraphic
impacy, while also {generally speaking) placing these weords and actions In a setling of
permi nent availabllity, creating extraordinary duration to this impact. Whatever Is expressed
on thi Internet, regardless of quality, propriety, wisdom, or lack of all of the above, is usuaily
preserved for posterity and Is not subject to editing or retraction. In this light, the exIsting

admanuitions to take great heed with our words, our statements, and our behaviors, must be
propai‘tlonately ampiified,

The openness and breadth of the Internet poses exceptional challenges to cur sense of
tzniyl, It encourages the sharing, in an unrestrained and often permanent sense, of that
which’ is more appropriately kept private, a valde concedad even by the evil prophet Bllaam
when he praised the Jewish people for dwelling In homes that were not exposed tc public
viewirig. It also makes Instantly avaable images of all types, bringing objectionable material
of the most egregious nature into one's view and into one’s home with the click of 8 mouse.
These considerations impose new levels of vigilance far beyond that which was necessary in
the past to create a househald of kedushah and of spiritual, emotional, and physical safety,

Of particular relevance to pulpit rabbis, educators, and parents Is the need to avold an
inappropriate degree of familiaffty which may affect their authoritative stature. Care must be
taken, by such individuals when utilizing sccial networks and similar venues to maintain

efficary In these roles.
£l
The givere prohibition of jaghophara is not mitigated through transmission via the Internet,

whila™its effect s exacerbated by it, In addition to the expanded scope and permanence
mentlbned above, several other factors are relevant, including what contemporary
psychologists have labeled the "Online Disinhibition Effect’, or the lack of empathy that Is
ofteniprésent when one speaks through a computer screen rather than face to face. When
anonymity, or even pseudonymity, is added to the mix, further distance Is created between

actlon’and consequence.

Jews are also prohibited to engage In “Avak Lashon Hara”, which, according to some views,
means not only that which the speakeF expresses but also what Is proveked In another's
speech {see Sha‘arei Teshuvah 3:214), Accordingly, there is a need for responsibility not only
In what one writes on the Internet, but in the recognitien that the hosting of respanses to
one’s writings also carries with It great need for vigilance.

The Chafetz Chalm also stressed that great care must be taken in general with the
assumption that any specific item of lashon hara is public knowledge and may then be freely
discussed. This remains true even when an ftem Is available on the Internet: due to the vast
expatise of data present on the Web, linking or sharing items is stlif needed for attention to
be pald, and accerdingly deing so will often constitute forbidden sharing of lashon hara. The
malicdpus gathering together of publicly available Information on the Internet for the purposes
of tajnishing the reputation of others is no less &n act of forbidden disparagement than

authoring stch material would be,

- The prohibition of Kabalat Lashon Hara places an onus of responsibility not only on the
disseminators of Information bt 8150 of the consumers to ensure that the content is true,
contextual, and necessary, The open and unreStrained, as well as unaven, nature of the

Internet puts an even greater burden on the consumer, and especially one who would
afterwards share the information in the manner mentioned above, to bring an intelligent and




Informed skepticism to the expetience.

At thq’.same time, the above statements regarding lashon hara must not obscure the fact that
someznegative speech Is vitally necessary for the protection of individuals and society, or for
the general enhancemant of soclety. Consequently, even greater care must be taken te
ensurg that that which must be communicated Is indeed communicated in an effective and
appropriate manner while avoiding that which is unjustified and untrue.

Other prohibitions of speech are also intensified by the culture of Intarnet usage, among them
ona‘at devarim (the needless infiiction of emotional pain}, which also becomes mere frequent
and damaging in an atmosphere of disinhibition and in the absence of face-to-face contact. In
this setting, even nnocent cormments that are posted, often In the aftermath of & tragedy, for
example, can add significantly to the pain of those already suffering.

Beyond the Inadvertent infliction of ona‘at devarim Is the often Intentional harassment and
denligration of others that has become known as Ing. While this activity is damaging
at all ages, our youth, already severely vulnarable to the emotional and physical harm caused
by traditional bullying, are now additionally vulnerable to suffering that can be Imposed
anonymously, permanently, and with unlimited reach, due to the abllitles of modern

technology.

As rabbls, parents, and educators, we must be acutely and actively aware of the risks posed
to ouf children, whether as victims of bullies or of predators, or as consumets of materiais that
threafen their innocence and thelr emotional and spiritual health in ways that may prove
irrepdtable, In the words of one recent study: *While the current generation of parents has
beenf,fermed ‘helicopter parents’ or “elcro parents’ for thelr tendency to *hover’ unnecessarily
over tnelr children’s school and extracurricular activities, or to stick’ teo close to their children,
this reirely applies to parents’ supervision of children’s use of technology. Many famllles would
benefit from parents spending more time discussing onflne behavior and menitoring their
children’s online activities®. (R, Kowalski, 5. Limber, and P. Agatson, “Cyberbullying: Bullylng in

the Digital Age”, Wiley Blackwell, 2012, p, 120},

of cotAirse, focus on the vulnerability of children dees not mean that adults are impervious to
these risks. Abuse of the Internet has had a deleterious effect en marrlages and other

elements of adult life and responsibifity,

Therafore, in light of all the above, the Rabbinical Coundil of America encourages a continuing |
vlgifarjce and process of education regarding the Internet itseif as well as fts usage by i
ourseives, our children, our students, and cur communities. We encourage the utilization of |
the magnificent potential for good, and In doing so strongly urge that all steps be-taken to |
protect against that which Is harmful, including but not limited to:

The ufsage of filters and other technological tools when pessikle and appropriate,

The shonsoring by our instltutions of sessions and seminars to provide the necessary
awardness of the tools available, as well as the psychological, seciological, and halakhic
realiti#s pertinent to Gnderstanding the challenges.

Strenuous efforts to helghten the senslitivity to others that is ebscured by ondine disinhibitlon.

Awareness and actlve involvement by parents, teachers, and rabbis in the activities of
students and children on the web, together with the reinforcement of the necessary values

and cencerns in the educational context.

An anhanced awareness of the overall manner In which one's time is spent and the effects
thareof,

A recommitment, tegether with the necessary educational support, to the underlying themes
and principles of shmirat halashon (as transmitter and consumer) and ona'at devatim In all

forms of Interaction.
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